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Server Rack Location Verification Based on Seismic Events 
ABSTRACT 
This disclosure describes techniques for location verification of server racks. 
Acceleration signals obtained from hard disks (or other components) within a server rack are 
utilized to detect earthquake waves. Timestamps for the peak acceleration of the waves are 
obtained to determine a time of arrival of the waves at the server racks. The detected earthquake 
wave data is matched with publicly available scientific seismic measurements. The location of 
the server rack relative to an earthquake epicenter is estimated based on a measured time delay of 
detection of an earthquake wave. Triangulation of estimated distances from multiple seismic 
events is utilized to determine a location of the server rack.  Reports are generated that list the 
expected and estimated locations of each server rack and a corresponding deviation. Alerts can 
be generated in the presence of deviation based on a confidence level associated with the 
location detection. 
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BACKGROUND 
Providers of various online services such as search, social media, video, e-commerce, etc. 
as well as cloud computing services commonly deploy server racks at sites operated by their 
partner(s) such as network operators and internet service providers (ISPs). Based on a network 
traffic pattern observed at the partner site, server racks may be provided by the service provider 
and placed at the partner site, e.g., configured to act as a cache server. Deployment of a cache 
server in this manner can reduce overall network costs for the service provider and the partner. 
However, some partners may install the provided racks at a different site (physical location) than 
the site that was originally agreed upon. Detection of a server rack that has been installed at a 
location different than the agreed upon location can pose a challenge to service providers since 
they do not directly maintain the server racks. 
DESCRIPTION 
This disclosure describes techniques for location verification of server racks. Per 
techniques of this disclosure, seismic waves generated during seismic events, e.g., earthquakes, 
are detected at a server rack by utilizing acceleration sensors located on hard drives within the 
server rack. A time of detection of the seismic waves is matched with publicly available data 
from seismic events to determine a location of the server rack. 
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Fig. 1: Location verification based on seismic waves received from earthquake epicenters 
Fig. 1 depicts an example of location verification of a server rack based on seismic data, 
per techniques of this disclosure. In this illustrative example, location P depicts a true location of 
a server rack, whereas location P’ depicts the specified location, e.g., as agreed upon by a service 
provider and a partner. 
Seismic events such as earthquakes generate waves that can travel and be detected at a 
distance from the earthquake epicenter. Server racks include hard disk drives (HDD) that 
typically contain acceleration sensors to protect the read/write heads of the HDD from damaging 
the disk when vibrating. Acceleration signals obtained from the acceleration sensors across 
multiple disks within a server rack can be utilized to detect earthquake waves. 
Based on P-waves and S-waves that are detected in the acceleration signals, timestamps 
for the peak acceleration of the waves are obtained to determine a time of arrival of the waves at 
the location of the server rack. In some implementations, the signal-to-noise ratio of the 
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acceleration sensors can be improved by fusing the signals of some or all the acceleration sensors 
in the hard disk drives. 
The detected earthquake wave data is matched with data obtained from publicly available 
scientific seismic measurements to verify the location of the server rack. The epicenter of 
earthquakes and the time at which they occurred is published by existing earthquake signal 
sensing networks. The location of the server rack relative to an earthquake epicenter is estimated 
based on a measured time delay of detection of an earthquake wave after a time of occurrence of 
the earthquake. Triangulation of estimated distances from multiple earthquakes can then be 
utilized to accurately determine a location of the server rack. 
 In this illustrative example, measured time delays of detection, t1, t2, and t3 for 
corresponding earthquakes, earthquake (1), earthquake (2), earthquake (3), can be utilized to 
determine location P using triangulation. Such determination is based on publicly available data 
on the earthquake time and earthquake epicenter location for the corresponding earthquakes. A 
time delay of detection for each earthquake event, t’1, t’2, and t’3 is estimated for the specified 
location, P’. A distance (deviation) of the installed server rack location from the specified server 
rack location can be determined based on a comparison of the measured and estimated time 
delays of detection. 
Confidence in the determined location can be strengthened based on data from multiple 
earthquake events over a time period, e.g., over several months. The accuracy of the determined 
server rack location can be further improved by aggregating data across multiple disks in a server 
rack to improve the signal-to-noise ratio of the acceleration signals. Location verification 
(localization) can further be improved by utilizing network information, e.g., internet protocol 
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(IP) address ranges used for the server rack, latency, hop counts to routers or other server racks 
installed at verified locations, etc. 
 
Fig. 2: Server rack location verification 
 Fig. 2 depicts an example architecture for server rack location verification based on 
seismic data, per techniques of this disclosure. Acceleration signals are obtained from 
acceleration sensors that are located on hard disk drives (215) that are in the server racks (210a-
210n).  
 Detection of seismic events is performed locally at the server rack based on signal 
processing of acceleration signals obtained from local hard drives of the server rack. Upon 
detecting a seismic event, key metrics such as timestamps, peak magnitude and an example 
waveform are uploaded to a rack location verification module (220) at a central server in the 
cloud that houses a database (230) of detected seismic events. The event timestamps across 
different locations can be compared since the server racks are synchronized in time. 
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 The rack location verification module is configured to look up a global seismic event 
database (250) that maintains a record of global seismic event data, e.g., time of recorded 
earthquake event(s), earthquake epicenter location(s), etc. A location estimator (240) is utilized 
to match the events stored in the detected (at the server racks) with the publicly recorded seismic 
events and estimate a location of each server rack. 
 Reports (260) are generated that list the expected and estimated locations of each server 
rack and a corresponding deviation. Alerts can be generated in the presence of deviation based 
on a confidence level associated with the location detection. 
CONCLUSION 
This disclosure describes techniques for location verification of server racks. 
Acceleration signals obtained from hard disks within a server rack are utilized to detect 
earthquake waves. Timestamps for the peak acceleration of the waves are obtained to determine 
a time of arrival of the waves at the server racks. The detected earthquake wave data is correlated 
with publicly available scientific seismic measurements. A location of the server rack from an 
earthquake epicenter is estimated based on a measured time delay of detection of an earthquake 
wave after a time of occurrence of the earthquake. Triangulation of estimated distances from 
multiple earthquakes is utilized to accurately determine a location of the server rack. Reports are 
generated that list the expected and estimated locations of each server rack and a corresponding 
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